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ATTENTION: Any attachments within this document might not be viewable from mobile devices.  For best results, please utilize a PDF viewer 
from a desktop computer. 

Please take a moment to complete this SURVEY and help evaluate the quality, value, and relevance of our product. Your response will help us serve you more effectively and 
efficiently in the future. Thank you for your cooperation and assistance. https://www.surveymonkey.com/r/CTIC_IM 

For questions or comments, contact your Regional Intelligence Liaison Officer, or email CTIC at ctic@ct.gov 
 

UNCLASSIFIED//FOR OFFICIAL USE ONLY 
  1   

1111 Country Club Road 

Middletown, CT 06457 

Phone: (860) 706-5500 

Email: ctic@ct.gov  

1-866-HLS-TIPS 

Bridgeport Police Department - Hartford Police Department ~ Norwich Police Department ~ Southern Connecticut State University Police Department ~ Waterbury Police Department 

US Department of Homeland Security ~ Connecticut State Police ~ Connecticut National Guard ~ United States Coast Guard ~ Federal Bureau of Investigation  

Transportation Security Administration ~ Connecticut Department of Correction ~ Connecticut Judicial Branch ~ New England HIDTA 

 

IM 19-019 

 
 
 
 
 
 
 

UNCLASSIFIED//FOR OFFICIAL USE ONLY                                                                             02 August 2019 
 

(U//FOUO) SUMMARY: There has been a recent increase in cyber-attacks targeting schools across the State of 
Connecticut. Reporting these and similar incidents to the Connecticut Intelligence Center (CTIC) will provide the affected 
entities/communities with access to state resources and aid.  The following information was obtained from open sources in 
the past two weeks: 
 

 The New Haven Register detailed a recent ransomware attack that targeted a city school district.1  
o In that article, the security vendor contracted by the city stated that four or five other school districts in the 

state were hit with something similar in the same time period. 

 The New Haven Register also reported that another school system was targeted with Denial-of-Service attacks 
daily for a six week period.2  

 Cyware reported a school system recently suffered a data breach that potentially compromised students’ personal 
information.3  

 NBC Connecticut reported another school district that suffered from a similar incident and also mentioned that three 
schools in the State had recently been targeted by ransomware attacks.4  

 

(U//FOUO) CTIC learned of these incidents through open source information rather than by direct reporting which directly 
effects the state’s ability to provide potential assistance.  When incidents are reported directly to CTIC, the fusion center is 
able to coordinate with all of their partners, including the CT State Police Cyber Crimes Investigation Unit (CCIU). CTIC also 
uses this information to tracks trends and provide timely alerts to potential targets when necessary.  Attached is the states 
Cyber Incident Reporting sheet which includes contact information and a threat matrix that helps agencies determine when 
they should be reporting cyber incidents to the State. There is also a document produced by the Cybersecurity and 
Infrastructure Security Agency, Multi-State ISAC, National Governors Association, and the National Association of State 
Chief Information Officers on steps that agencies can take to protect themselves from ransomware attacks.  
 

(U) CYBER INCIDENT REPORTING SHEET 
Source: State of Connecticut 
 

(U) IMMEDIATE ACTION TO SAFEGUARD AGAINST RANSOMWARE ATTACKS 
Source: CISA, MS-ISAC, NGA, and NASCIO 
 

(U//FOUO) CTIC and the CT State Police Cyber Crime Investigation Unit continues to monitor this reporting and will provide 
further information on the impact/significance to the State of Connecticut. Incident Reporting, Information and inquiries 
should be directed to CTIC at (860) 706-5500 or ctic@ct.gov. The Connecticut State Police Cyber Crime Investigation Unit 
can be reached at cybercrime@ct.gov or (860) 685-8450. 
 

(U) Sources 

                                                           
1 https://www.nhregister.com/news/article/New-Haven-Public-Schools-hit-by-ransomware-attack-14119810.php 
2 https://www.nhregister.com/business/technology/article/Cyberattacks-inflict-deep-harm-at-technology-rich-14098461.php 
3 https://medium.com/cyber-journal/wallingford-school-suffers-data-breach-compromising-students-personal-information-
444e240a6d38 
4 https://www.nbcconnecticut.com/news/local/Schools-Targeted-by-Hackers-513210741.html  
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Cyber Incident Reporting 


A message for reporting in CT 


Cyber incidents can have serious consequences.  The theft of government, private, financial, or other sensitive data and 
cyber attacks that damage computer systems are capable of causing lasting harm to entities and individuals engaged in 
government, personal or commercial online transactions.  Such risks are increasingly faced by government entities, 
businesses, consumers, and all other users of the Internet. 


The State of Connecticut Department of Emergency Services and Public Protection/Division of Emergency Management 
and Homeland Security (CT DESPP/DEMHS) has developed a Cyber Disruption Response Plan (CDRP) which describes the 
framework for state cyber incident response coordination among state agencies, federal, local, and tribal governments, 
and public and private sector entities (https://portal.ct.gov/-/media/DEMHS/_docs/Cyber-Disruption-Response-Plan-
Signed-Oct-2018.pdf?la=en).  The plan establishes a state Cyber Disruption Task Force (CDTF), which is a group of 
subject matter experts from various disciplines involved in cyber preparedness, detection, alert, response, and recovery 
planning and implementation activities.  Upon detection of an impending threat or significant event in the state or on 
the state computer network, the CDTF may be activated in order to determine appropriate actions to respond to, 
mitigate, and investigate damage.  If an event overwhelms a local community or is widespread, the State Emergency 
Operations Center (SEOC) may be opened to coordinate a unified response. 


When supporting affected entities, various local, state, and federal agencies, as well as private sector resources, can 
work in tandem to leverage their collective response expertise, apply their knowledge of cyber threats, preserve key 
evidence, and use the combined authorities and capabilities both to minimize asset vulnerability and bring malicious 
actors to justice.  This fact sheet explains how, what, and when to report a cyber incident to the State of Connecticut. 


How to Report Cyber Incidents: 


Municipalities, tribal nations or private sector entities experiencing a significant cyber incident (see Table 2 on page 2 for 
description of reportable incidents) may report it to the State at: 
 


Connecticut Intelligence Center (CTIC) 
Email: ctic@ct.gov 
Phone:(860) 706-5500 


Cyber Crimes Investigation Unit (CCIU) 
Email: cybercrime@ct.gov 
Phone:(860) 685-8450 


 


Located within DEMHS, CTIC is the state’s intelligence fusion center, made up of local, state, and federal law 
enforcement and other public safety professionals.  The CCIU is the unit of the CT State Police devoted to investigating 
cyber crimes.  Once notified, CTIC will make all appropriate notifications as outlined in Table 1 on page 2.  
State agencies experiencing a significant cyber incident (see Table 2 on page 2 for description of reportable incidents) 
must report it to the CT Department of Administrative Services/Bureau of Enterprise Technology (DAS/BEST) as well as 
to their agency Information Technology Unit.  


Once informed of an incident, local, state and federal agencies, and the private sector as appropriate, will work together 
to help affected entities understand the incident, link related incidents, and share information to rapidly resolve the 
situation in a manner that protects privacy, civil rights, and civil liberties.  


What to Report: 


A cyber incident may be reported at various stages, even when complete information may not be available.  Helpful 
information includes:  name and contact information (phone number, email address); location of the incident; 
description of the incident; how and when the incident was initially detected; who or what has been potentially or 
actually affected; what response actions have already been taken; and who has been notified. 



https://portal.ct.gov/-/media/DEMHS/_docs/Cyber-Disruption-Response-Plan-Signed-Oct-2018.pdf?la=en
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When to Report: 


The charts below, taken from the CDRP, outline the potential threat levels of a cyber security incident, with 
recommendations on when an incident should be reported and recommended communications flow.  Entities should 
also contact their trusted partners as appropriate, which may include cyber insurance providers, legal counsel, etc. 
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CISA, MS-ISAC, NGA & NASCIO RECOMMEND IMMEDIATE ACTION TO 


SAFEGUARD AGAINST RANSOMWARE ATTACKS 
 


Take the First Three Steps to Resilience Against Ransomware for State and Local Partners 


WASHINGTON – July 29, 2019 – The recent ransomware attacks targeting systems across the country 


are the latest in a string of attacks affecting State and local government partners. The growing number of 


such attacks highlights the critical importance of making cyber preparedness a priority and taking the 


necessary steps to secure our networks against adversaries. Prevention is the most effective defense 


against ransomware.  
 


The Cybersecurity and Infrastructure Security Agency (CISA), Multi-State Information Sharing and 


Analysis Center (MS-ISAC), National Governors Association (NGA), and the National Association of 


State Chief Information Officers (NASCIO) are committed to supporting ransomware victims and 


encouraging all levels of government to proactively protect their networks against the threat of a 


ransomware attack. Today, we call on our State, local, territorial and tribal government partners, along 


with the wider cyber community, to take the following essential actions to enhance their defensive posture 


against ransomware. Through this collective action, we can better protect ourselves and our communities, 


and further advance the cyber preparedness and resilience of the Nation. 


  


Three Steps to Resilience Against Ransomware: 
 


1. Back-Up Your Systems – Now (and Daily) 


Immediately and regularly back up all critical agency and system configuration information on a 


separate device and store the back-ups offline, verifying their integrity and restoration process. If 


recovering after an attack, restore a stronger system than you lost, fully patched and updated to the 


latest version.  
 


2. Reinforce Basic Cybersecurity Awareness and Education 


Ransomware attacks often require the human element to succeed. Refresh employee training on 


recognizing cyber threats, phishing and suspicious links – the most common vectors for ransomware 


attacks. Remind employees of how to report incidents to appropriate IT staff in a timely manner, 


which should include out-of-band communication paths. 


 


3. Revisit and Refine Cyber Incident Response Plans 


Agencies must have a clear plan to address attacks when they occur, including when internal 


capabilities are overwhelmed. Make sure response plans include how to request assistance from 


external cyber first responders, such as state agencies, CISA and the MS-ISAC, in the event of an 


attack. 
 


Additional Resources 


 MS-ISAC Security Primer on Ransomware 


 CISA Tip Sheet on Ransomware 


 NGA Disruption Response Planning Memo 


 NASCIO Cyber Disruption Planning Guide 
 


After implementing these recommendations, refer to the ransomware best practices published by CISA, 


MS-ISAC, NGA, and NASCIO for additional steps to protect your organization. 


 


### 



https://www.cisecurity.org/white-papers/ms-isac-security-primer-ransomware/

https://www.us-cert.gov/Ransomware

https://www.nga.org/wp-content/uploads/2019/04/IssueBrief_MG.pdf

https://www.nascio.org/Portals/0/Publications/Documents/2016/NASCIO_CyberDisruption_072016.pdf
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